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ABSTRACT 

 
The importance of the issue that is subject of this research stems out of the significance and 

relevance of the banking system stability, as a primary economic factor that is particularly apparent in 

times of financial crises. One of the key reasons for the serious difficulties and the severe financial crisis 

in which the financial institutions find themselves, is the inappropriate risk management in the banking 

operations. The increasing financial liberalization and the inventiveness in the contemporary world 

influence the rising offer of new banking products and services that carry intricate risks with them.  

The technology increasingly has, and shall continue to have, a key role in the risk management. In order 

to be able to adapt to the new global standards and regulations, banks would have to focus their attention 

towards reduction of transaction costs and to have prudent risk management. This means necessity to use 

the latest information techniques and technologies in the banking operations that will contribute towards 

offering new products and services, in higher quantity and at competitive prices.  

 The implementation of the Basel standards also refers to the need for continuous improvement of 

the methods and strategies for measuring and strengthening of the risk management processes in the 

banking operations. Namely, in order to respond to the increasingly complex banking system to the need 

of international harmonization of the banking regulation and the need to strengthen the resilience of the 

banks towards financial distresses, the Basel Committee on Banking Supervision (BCBS) continuously 

revise the Basel standards introduced back in 1988. The long-term trends in the banking sector impose the 

need to use new, stricter methodologies for quantitative and qualitative risk measurement and 

management, including the need for development of new techniques that will enable their successful 

implementation. The reoccurrence of the financial crisis only confirms the fact that there is still room for 

further improvement of the risk management methodologies that were used.  

 In this paper, special attention is paid to identifying methods and proactive strategic approaches 

that banks should adopt in order to build a strong team and efficient risk management processes in the 

information age. The rapid development of e-banking brings about benefits, but also risks. Risks in e-

banking should be timely identified, controlled and properly managed by banking institutions. As it 

shown in this paper the technological complexity of the activities related to e-banking, as well as their 

rapid development particularly affect the intensification of strategic, operational and reputational risk. 

Analytic and field research was used for preparation of this paper. Additionally, analysis and synthesis 

methods have been applied. Internet was used as a major tool to approach data and literature.  
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1. INTRODUCTION 

 
The continuous process of technological innovations and the globalization of the business 

operations is increasingly encouraging mutual networking between banks, companies and individuals. 

The speed, security and level of automatization in the execution of the financial transactions are of crucial 

importance today. The money is no longer the primary focus in the banking operations, but the focus is 

shifting towards successful management with the banks’ assets and increased client trust. The banks that 

will not be able to timely apply the new technology due to high initial costs or technical issues risk losing 

the clients to those that penetrate the market first. In that regard, it is necessary for each bank to make 

timely and adequate strategic assessment, risk analysis and security review during the introduction of e-

banking.   

 The beginning of e-banking dates back in the early 1970s. Just a decade ago the online banking 

was seen as a privilege for the younger population. Today, the use of e-banking spreads very fast and has 

upward trend. According to research carried out by Deutsche Bank (2011), the migration towards 

electronic, online banking is expected to reach up to 60% of the EU population by 2020. According to a 

Gallup study (2014/15), nearly six in 10 banking customers (56%) prefer more of a digital than a personal 

relationship with their bank. In the recent study of the European Commission (2020), Internet use 

continued to increase with 85% of Europeans surfing the internet at least once per week (up from 75% in 

2014). Internet banking as more popular is being used by 66% of internet users in 2019. The continuous 

process of technological innovations, mainly the competition between the banks, the raise of new players 

on the market, the wide range of new banking products and services are the main reasons for the mass-

scale migration. Today, the widespread of corona virus and economies’ lockdown throughout the world 

additionally contribute to exacerbation of this process. The electronic or online banking combines the 

information and transaction services. It might not result in creation of new risks but it significantly 

intensifies and modifies some of the traditional risks. On one hand there are risks related to accuracy of 

information and their correct distribution and perception; and on the other hand there are risks related to 

automatization, security and privacy of financial transactions. Hence the need, which is also the objective 

of this paper, to identify the methods and strategies that are needed in order to strengthen the processes 

related to risk management in the banking systems in the information age.  

 The global financial crisis in 2008 that happened primarily as a result of decline of the real estate 

prices includes, among other reasons, the insufficient attention towards appropriate measurement and 

management of banking risks. Regardless of the fact that many banks in the United States and Europe 

operate on the basis of a number of documented policies and procedures, the need to use more modern 

methods for measuring and managing risks resulted in a situation where the banks faced huge burdens due 

to bad loans and lack of liquidity in their operations. The long-term trends in the banking sector more and 

more indicate the need to apply new, more rigorous methodologies for qualitative and quantitative 

measurement and management of risks, including the need for development of new methods, techniques 

and strategies that will enable their successful implementation. The reoccurrence of the financial crises 

only confirms that there is still a room for further improvement of the methodologies currently used for 

risk management. The banks must be active involved in such improvement.  

 

 

2. THE INFORMATION COMMUNICATION TECHNOLOGY (ICT) IMPACT ON THE 

BANKING RISK MANAGEMENT  

 
The globalization of the business operations and the ICT development today encourages 

increasing networking between companies and individuals who do not know each other. The speed, 

reliability and the level of automation in the execution of the financial transactions is of crucial 

importance. In this regard, the money is no longer the main focus in banking, but it is the successful 

management of their assets and increased trust of the clients. As author Wills pointed out, the trust in the 
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bank is difficult to gain and result of many years of work, but can be lost very quickly and easily. The 

banks must be prepared to engage additional forces in order to invoke interest in the clients to request and 

use other, additional banking services (Wills, 1987). In that regard, the banks that will not apply the e-

banking technology in time (due to high initial costs or technical issues) risk to lose clients to those who 

will enter the market first. Therefore, it is necessary for each bank to start making timely and adequate 

strategic assessment, risk analysis and review of the security when introducing e-banking application.   

The continuous process of technological innovations, the increased competition between banks and the 

emergence of new players (institutions) in the market create a wide range of new banking products and 

services. In addition to financial and investment risks, the banks also face many other risks in an e-

banking environment. The e-banking, which combines the information and transaction services, may not 

lead to new risks, but significantly intensifies and modifies some of the traditional risks related to banking 

operations. On one hand, there are risks related to accuracy of information and their proper distribution 

and perception; and on the other hand there are risks pertaining to automation, security and privacy of 

financial transactions. More specifically, the automatic processing of transactions (known as straight-

through processing or STP) made possible by e-banking, reduces the possibilities for manual errors 

(common for manual processing of data) but they also increase the need for organizational, structural and 

operational adaptability. Seen from a wider perspective, the risks the banks face in e-banking which 

impact their entire risk portfolio could be classified as follows: transactional or operational risks 

(especially security and legal risk), credit, market and liquidity risk, regulatory risk, strategic (investment) 

risk and reputational risk. The practice of many banks who are pioneers in e-banking confirms that 

effective management of these risks (especially the operational, strategic and reputational risk), with a 

purpose of further development of e-banking, will enable to use the benefits from the online banking on 

longer term (UNCTAD, 2007-2008). 

 Compared to other risks, the strategic risk, as a risk that by nature has a wider range, is one of the 

most significant risks in e-banking. The strategic decisions that need to be adopted by the senior 

management bodies in the bank can have the largest implications on all other risks. In a situation of fast 

technology changes, high competition between banks and raise of new players on the financial markets, a 

strategy that is badly planned or implemented could expose the bank to significant risk. In order to 

respond to the demand for e-banking, the banks should primarily develop efficient strategy (which 

includes cost-benefit analysis, analysis of the available organizational structure, resources, trained staff, 

etc.) on the use of internet channels and offer of e-products and services to their clients. The banks will be 

able to respond to the strategic risk only if they have a clear strategy in place, one that will consider all e-

banking effects and will be communicated to all relevant business units, with clear business plan and with 

effective means for control of its implementation.  

 

 There are several operational risks that are amplified in an e-banking environment. As a result of 

use of a complex technology, the following operational risks are intensified: 

 The risk of systems and transactions security (including security of data and the identification 

security). The threats can be caused both from inside and outside the system and they could have 

serious financial, legal and reputational implications for the banks. There are three common 

categories of reasons why there could be a disruption in the system security: disrupted security of 

the system with serious criminal objective, violated security caused by common, accidental 

hackers and disruptions caused by omissions in the creation of the actual system;  

 Risk in maintaining continuous internet (vs. viruses, hackers and similar hazardous events) as a 

mean required for financial transactions. The full benefits from the e-banking services can be 

achieved only with 24/7 availability of those services; 

 Outsourcing risks. In order to save costs or due to lack of expertise, the banks often use third-

party services, especially when it comes to e-banking. The complex agreements between the bank 

and the outsourced service providers can create significant material risks for the bank because of 

the potential reduction of its control over those business activities;   
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 Risk due to lack of sufficient capacity for meeting the needs of the e-banking products. The 

inappropriate assessment of the potential e-bank product and service users could result in 

significant financial and reputational damages for the bank because of a system that has been 

inappropriately configured or tested;  

 Legal risk due to inappropriate protection of the client privacy. The banks that will fail to protect 

the privacy of their clients could easily face regulatory sanctions.         

 Risk of money laundering due to reduction of direct face-to-face contacts with the clients. In an e-

banking environment, it is almost impossible for the banks to identify whether particular 

transaction has been carried out by the actual owner and from which location.      

  

 The security of information in the new information economy emphasizes even more the 

importance of trust and building of that trust in the everyday banking activities. The increasing 

dependency of the banks from information technology and its wide use in the management of financial 

operations makes the process of risk management caused by inappropriate information systems especially 

complex. This process includes economic assessment of information systems that bear risks (especially 

from security aspect) and their comparison against the investments needed for protection. This comes 

before the need of finding potential solutions. Since the financial institutions usually use similar software 

programs, there is a danger of systemic risk. Namely, the increasing involvement of many new (non-

financial) companies on the financial market can only make the control of links between different 

stakeholders and the evaluation of risks they are exposed to more difficult (Sokolov, 2007). Hence, when 

it comes to use of efficient risk management system from perspective of information security (both from 

aspect of accuracy and security of information and the aspect of security of actual transaction), the 

involvement of the Government, financial supervisors and regulators is required, who will implement 

measures for setting minimum standards for information security. They need to help the banks and other 

financial institutions in the development of methodologies and implementation of risk management 

policies, in order to ensure security of the financial information.  

 The reputational risk is also one of the risks that intensify when the banks are using Internet. The 

reputational risk can especially increase when the system or the e-banking products and services do not 

work as expected, when there is no relevant and quick communication network, when the system security 

is compromised, when the clients have problems with products and services they use, when there are 

errors or abuses by external third parties, etc. The banks can significantly reduce the reputational risk only 

if they use efficient processes of dealing with unwanted events caused by the Internet, as well as with 

timely and comprehensive education of the clients on protection from security risks – in other words, 

ensuring they comply with the safety recommendations.  

 In order to respond to the challenge related to managing risks stemming out of the features of the 

e-banking and the new technology, it is necessary to review or expand the existing principles in risk 

management, which will remain applicable in e-banking environment. In that regard, the BCBS1, in order 

to assist the regulators and banks in defining their policies and procedures for risk control in the newly-

established environment, identified a total of fourteen e-banking risk management principles. These 

principles are not absolute requirements – on the contrary, they are just guidelines that can help the banks 

mitigate the e-banking related risks. There is no unified approach in managing the e-banking risks. The 

technology solutions and standards pertaining to e-banking should be defined by the national regulatory 

bodies in accordance with the national needs and technology development in the national economy. The 

banks will afterwards start developing, adapt and apply processes of e-banking risk management, 

depending on the regulatory requirements and policies established by the national supervisory authorities, 

in accordance with the risk profile, operational structure and their corporate management structure.   

                                                 
1 The Basel Committee for Banking Supervision has been implementing research activities on the impact the e-banking and e-

money have on the risk management process since 1998. It established the Electronic Banking Group in 1999 for this purpose. 

This Group includes bank supervisors and bank representatives from many countries in the world and published a Report in July 

2003 on the Risk Management Principles in the Electronic Banking.       
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The core principles for e-banking risk management proposed by the Basel Committee for 

Banking Supervision (BCBS, 2003) can be clustered in three categories that mutually overlap: 

 
a) Continuous supervision by senior management bodies and boards  
 Since the senior management bodies of the bank are responsible for development of the business 

strategy and for supervision and control of the management that manages the risks, they are expected 

to adopt clear and documented strategic decisions on whether the bank will offer e-banking services. 

In that regard, they need to implement measures for continuous updating and correcting of the 

existing risk management policies and procedures for the purpose of integrating the new risk 

management processes in the e-banking environment, that is, to cover the current and future e-

banking activities planned. Without strategic analysis and analysis of revenues/expenditures, the bank 

will be exposed to cost underestimation or overestimation of revenue risk, in relation to the decision 

for introduction of e-banking. It is necessary to do analysis of all risks that could stem out of the 

proposed e-banking activities and also to identify the relevant processes for their reduction to 

minimum and continuous monitoring. The highest management bodies in the bank need to be sure 

that they have the sufficient professional and qualified staff that will be able to respond to the 

technical character and the complex applications related to e-banking. The increased reputational risk 

that could be the result of implementation of e-banking requires vigilant monitoring of the operating 

systems, the needs of the clients and timely reporting to higher bodies in case of incident events.  

 The Internet is an open and global network available to everyone. The differences that exist 

between the countries in terms of legislation for issuing permits for work of banks, the requirements 

for supervision and client protection increase the need to strengthen the control over the banking 

security, especially in terms of development and maintenance of control of the infrastructure security. 

Namely, in order to reduce the legal and regulatory risks, it is necessary to introduce comprehensive 

processes for control of the security and risk management in e-banking environment.  

 

b) Control of security in e-banking environment. 

 The senior management bodies of the bank are responsible for introduction of processes relevant 

for e-banking security control. These processes need to include use of relevant procedures for 

authorization, access control, identity verification measures, limitation of activities of internal or 

external users, adequate infrastructure for security, reduction of risks from externalization of the 

banking activities (involvement of partners, outsourcing, etc.), measures for checking authenticity of 

transaction data, documentation and information. The ensuring of continuous control of the e-banking 

security aims to reduce the future internal or external threats to the e-banking security. For example, 

if the bank does not do adequate identification and protection of clients, unauthorized persons can 

easily obtain access to the e-banking accounts, find confidential information or perpetrate other 

criminal acts. These frauds could have negative impacts on the reputation of the bank and lead 

towards greater financial losses. Essentially, the permanent control of the e-banking security should 

enable full protection of the clients in terms of publishing of information in case of their business use 

as well as protection of their personal data.   

 In e-banking environment, the bank should be able to provide documentation on the e-banking 

transactions. More specifically, in a highly automatic environment, where all transactions are 

electronic, the banks face the challenge of ensuring effective and independent internal controls, 

especially for the key e-banking activities and applications. The internal controls can be significantly 

weakened in one bank if there are no clearly documented traces of all e-banking activities. In that 

regard, it is necessary to have clearly documented audit notes on all e-banking transactions.  

 

c) Managing legal and reputational risk in e-banking. 

 In order to reduce the legal and reputational risk to a minimum, the bank that deals with e-

banking in the country and abroad must adapt the manner in which it publishes information, the 



Trends in Economics, Finance and Management Journal, Vol. 2, Issue 2 (2020) 

 

22 

 

clients’ privacy protection and to adapt the website in accordance with the legal regulatory rules 

applicable in the country where the bank plans to offer such services. Furthermore, in order to retain 

its legal and reputational risk as well as the operational risk, the bank must be able to offer e-banking 

for all end users and those services must be available in all circumstances.  

 The e-banking use is increasingly emphasizing the importance of banks being ready to meet the 

high demands of the clients, especially in terms of fast processing of transactions and the 24/7 

availability of the electronic service. Adequacy analysis of the bank capacity should be carried out, in 

terms of capacity in relation to the overall market environment, the e-trade development dynamics, 

the level of acceptance of the e-banking products and services by the clients, etc. In other words, in 

order to implement the e-banking, the banks must efficiently plan their capacity (to assess their 

capability), to prepare plans continuity of the business processes, contingency plans (including the 

communication strategy) and to clearly define the manners and strategies which they would use in a 

case of contingencies.  

 

 If seen from perspective of the use of modern ICT in banking operations, the latest ICT increases 

the risk management efficiency, in terms of their timely identification and minimization. For example, 

with the use of new instruments (collateral for debts, development of derivate markets) and online 

techniques, the crediting process benefits from better assessment and management of the credit risk. 

Additionally, the use of new technology which helps to identify more quickly and easily the market risk, 

especially the risk of change in price of goods, significantly contributes for easier control and reduction of 

that risk in the banking operation. We can therefore conclude that, by engaging new processes and 

technologies for protection of the information systems (from unauthorized hijackings, manipulations, 

modifications or damaging), the banks can significantly contribute towards reduction or even complete 

elimination of the consequences caused by specific risks on its’ operations. 

 

 

3. METHODS AND STRATEGIES FOR STRENGTHENING THE BANKING SYSTEMS 

RISK MANAGEMENT IN THE INFORMATION AGE 

 
The risk management process in a situation of increased use of contemporary IT technology in 

the operations of the commercial banks is becoming increasingly relevant and complex. In addition to the 

great importance of strengthening of growth and development of the banks, the information technology 

can also cause side effects on the business banking operations. Namely, it continuously pressures the 

senior management to more frequently reconsider the strategic approach towards the risks. Although the 

rapid implementation of modern ICT does not change the traditional banking risks, it significantly 

increases and modifies them, and also impacts the risk profile of the bank. The application of complex 

information technologies in the implementation of the banking activities means that the strategic, 

operational and especially the legal and reputational risk are gaining increasingly prominent place in the 

risk management process. The electronic banking can create many legal and regulatory uncertainties, that 

is, it can become more difficult to identify the contracting parties, to determine whether the operator or 

the users comply with all relevant legal obligations and regulatory regimes, etc.  

 The biggest threat today for reduction of the ICT functionality and efficiency, are the increasingly 

frequent attacks on software applications, websites and portals – the security of the new technology. In 

that regard, the ICT results not only in intensifying of some risks but some of them frequently overlap in 

the pragmatic banking operations, hence the need for their appropriate classification. For example, the 

breached security (unauthorized access to client information) can be classified as operational risk, but 

such an event also exposes the bank to legal and reputational risk. When there is a high correlation of the 

risks, and when the risks overlap in the business units, it is practically very difficult, almost impossible, to 

measure and efficiently manage them. In order to resolve these issues and avoid or reduce the business 

operation risks, the banks, especially the persons at senior management positions, are in charge of 



Trends in Economics, Finance and Management Journal, Vol. 2, Issue 2 (2020) 

 

23 

 

developing clear institutional business strategy as well as risk management strategy – in other words: 

efficient identification, measurement, control and monitoring of the expected risks. They are responsible 

for establishing organizational structure that has clearly defined competencies and responsibilities, both of 

the persons and organizational units who are in charge of risks management and of those responsible for 

taking risks.  

 In order to build a strong team and efficient risk management processes, the banks should use the 

following proactive strategic approaches in the risk management:   

 

а) Rethinking and integration of the risk appetite into the business strategies.  

 The Supervising and the Management Boards are responsible for defining the acceptable risk 

level and setting the relevant limits. The frequently occurring financial crises only confirm the need for 

the supervisory boards to shift their focus from the price of shares and the profitability, towards the risks. 

The efficient risk management requires to exactly calculate and determine the level of acceptable risk for 

each specific risk type and for each specific business unit. In that regard, the operational and reputational 

risk are gaining higher place on the agenda. However, vaguely established business objectives and the 

inappropriate communication could easily result in a termination of the link between the risk parameters 

established by the senior management boards and their permanent monitoring in the daily implementation 

of the business activities. Furthermore, the banks (due to the lack of appropriate technology, analyses, 

organizational setup or control) are not always able to determine whether particular business decisions are 

in accordance with the initially defined risk appetite2. It is therefore crucially important that every bank, 

in order to enable effective implementation of the defined risk appetite, ensures the following (BCBS, 

2013):  

а) effective aggregation and processing of the risk data; 

b) reporting on the risk profile, that is, successful transfer of the defined risk level parameters to 

specific business units and to the level of bank counter.   

Ensuring the existence of risk database and their effective aggregation and processing will help the banks 

to preemptively anticipate of the problems and improve the likelihood of finding alternative solutions 

towards greater financial stability. Banks still struggle to secure greater transparency of the risk 

management process beyond their senior management boards, that is, to strengthen the risk management 

culture at the level of specific business units. In order to overcome this situation, those responsible for 

risk management should be vested with greater authorizations in order to be able to contribute towards 

strengthening of the risk management culture in the bank.  

 

b) Strengthening the risk identification processes.  

 The identification and classification of the potential risks in the business operations are among the 

most important processes in the risk management. The banks need to have holistic approach towards the 

risk management and to be cautious in the development of policies and procedures for their identification. 

The risk identification process can be significantly improved only if continuous daily monitoring of the 

risks is introduced, as well as establishment of stricter system for risk assessment in the banking portfolio, 

including introduction of clear procedures for reporting and monitoring of the new clients. In order to 

identify the many new functional risks (risks that occur often and overlap in many business units), many 

banks establish special committees that include representatives from a number of organizational units 

(finances, risks, IT, compliance, etc.). This is the way the banks improve the policies and procedures for 

approval of new products, with inclusion of a special risks group in charge of development, approval and 

monitoring of the procedure during its entire lifecycle.  

 

 

                                                 
2 Risk appetite is a level or type of risk which, in accordance with the business objectives set and the obligations towards the 

shareholders, the bank is able and willing to undertake in the implementation of its business activities. (Anderson and Associates, 

2010)   
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c) Focus on new risk groups. 

 The information age brings new and intensifies some of the existing risk types in the agenda of 

the supervisory and management boards of the banks. In view of the intensified risks, the banks need to 

strengthen their management, especially in the following key risks: credit, operational, liquidity, market, 

strategic and reputational risk. In that regard, attention needs to be paid on introducing clear policies and 

procedures, standardization of processes and controls, improvement of data collection processes, 

strengthening of IT systems security, development of relevant methodologies and matrixes for 

quantifying of risks, etc. In addition, the implementation of stress test and devising scenarios and analyses 

for each risk type on regular basis is of significant relevance for forecasting of the value inputs in the 

processes of strategic planning and capital determination.   

In the information economy, efficient risk management is about greater diversification of clients, 

retention and direction of the most solvent clients and attracting clients towards more productive banking 

products. According to Ernst and Young (2010) there are three ways that can significantly contribute 

towards building a comprehensive, integrated strategy for risk management. The successful 

implementation and continuous improvement of the strategy for risk management can only be achieved 

with continuous: 

a) Improvement of the data reporting and submission processes; 

b) Improvement and strengthening of instruments and methods for measuring, assessment and 

forecasting of risks; and  

c) Use of modern technology as a prerequisite for achieving greater efficiency.    

 The senior managers (members of Supervisory and Management Board) usually receive 

operational reports of individual business units with data pertaining to past periods. In order to make 

timely and efficient business decisions in an information age, the real challenge for the banks is to have 

the possibility to prepare reports, on more frequent basis, that will show true and realistic data, in real 

time, which will then help review, analyze and synthesize risks that are common for a number of business 

units.  

 The banks need to have sophisticated forecasting instruments that will help the senior 

management more easily forecast and understand the implications of specific market events and risks. In 

that regard, instead of models based on historical data and assumptions, the banks need to strive towards 

applying forward looking models (for scenario of planning and stress testing) which assume a low 

probability of occurrence of a particular event, but with high impact on the business operations. 

Instruments, such as simulations and visual representation, enable the banks to create, test and compare 

various strategic decisions. There is, of course, a danger of these forecasting models could become very 

complex, with too many assumptions and variables that will further complicate their interpretation, 

especially when used as a tool for making business decisions. Therefore, the banks should judge for 

themselves whether they will rely on the results of highly sophisticated models when making the key 

business decisions, or simply use current business intuition (God feelings), or use a combination of both 

methods.  

 

 For the purpose of efficient risk management, the executives of the banks must have clear vision 

for implementation of new technology, in a sense of support and improvement of the risk management 

processes. The new technology brings many advantages in terms of fast distribution of new products, in 

the same time reducing the development and maintenance costs. However, the implementation of new IT 

in the banking operations requires additional capital and know-how. On the other hand, the economic 

crises and the increased competition are reducing the capital the banks need to invest in new information 

technology. In view of the increased costs for implementation, the banks approach the challenges related 

to the new information technology in proportion with their abilities – size and complexity of the business 

activities. The larger banks usually can afford larger and deeper investments in systemic information, 

contrary to the smaller banks which usually implement IT projects for specific systems at particular 

business unit level. The differences in the level of development of the banks, that is, the different 
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implementation of the new IT will certainly produce different results and benefits for the banks from their 

practical implementation.  

 

4. CONCLUSIONS 
 

The Internet penetration today is stronger than ever. According to the EU agenda, 9.2 billion 

Euros are expected to be invested in the key digital technologies for the period 2021-2027. The goal of 

the new investment Digital Europe Program is to ensure that all Europeans possess the skills and the 

necessary infrastructure to meet a full range of digital challenges. However, the e-novelties in the 

information economy need to be analyzed from both sides of the equation, i.e. positive and new 

opportunities, on the one hand, and challenges and dangers on the other. In that regard, the fast 

development and use of the e-banking brings about benefits but also risks. The e-banking risks would 

have to be timely identified, controlled and properly managed by the banking institutions. The field 

research implemented by the BCBS confirmed that the e-banking related activities do not contribute to 

the emergence of new risks, but they simply modify and intensify the traditional risks that could 

significantly affect the overall risk portfolio of the banks. The technological complexity of the e-banking 

related activities and their fast development intensify the strategic, operational and reputational risk.  

 The use of modern ICT in the banking operations increases the risk management efficiency in 

terms of timely identification and minimization of those risks. The information security requires 

harmonization of the technical, managerial, regulatory and legal aspects of the operation. In that regard, 

banks are recently much more concerned for promotion of the information security since they belong to 

the economic agents that largely apply the ICT innovations in their operations. The threat of cyber theft in 

information economies increasingly makes pressure to the international community to establish common 

information security processes and practices.  

 By engaging the new processes and technologies for protection of the information systems (from 

unauthorized takeovers, manipulations, modifications or damages), banks can significantly contribute 

towards reduction or possibly complete elimination of the consequences caused by specific risks on their 

operations. Therefore, the use of new ICT and utilization of all its advantages requires creation of active 

business policies and processes for risk management. As shown in the paper, banks need to adopt new 

methods and proactive strategic approaches in order to build strong teams and efficient risk management 

processes in the information age. In the future, those banks that do not apply proactive strategic 

approaches in the risk management and are not able to meet the basic criteria for information security 

would have to marginalize the risks appetite in their operations. 
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